ABSTRACT Brain signal processing is important for not only the physiologist doing analysis investigation, but also for the clinician inspecting patients, biomedical engineer who is responsible for collecting, processing, and interpreting the electroencephalogram signals by modeling systems and algorithms for their manipulations. The abundant materials on the subject of brain signal/image processing are scattered in different scientific, technological and physiological journals, international conference proceedings, and also in various databases. Therefore, it is altogether a difficult, too time-consuming, and much tiresome work, exclusively to the newcomers in this field. Therefore, this paper focuses on providing the list of popular databases available belonging to the neurological signals, brain signal/image collections, and so on. 
I. INTRODUCTION
The electrical activities of the brain can be characterized by EEG signals. A few key points of the organization of the brain are as follows: The cerebrum, the cerebellum, the brain stem, and the thalamus are the main parts of the brain. The cerebrum is partitioned into two hemispheres, detached by a longitudinal groove over which there is a sizeable connective band of fibers (corpus callosum). The outer surface of the cerebral hemispheres -cerebral cortex -is arranged of neurons in complicated patterns, and partitioned into regions by fissures. Beneath the cortex recline nerve fibers that point to variant parts of the brain and the body [1] , [2] .
The demand for the investigation of brain waves comes up from the fact that these EEG signals yield a non-invasive diagnostic tool in a wealth of disorders that comprise coma, sleep disorder, anesthesia, epilepsy, and encephalopathy in intensive care, EEG rhythms comply with the basis of behavior, that is, waking, coma, sleeping, level of attentiveness, seizures, etc. as shown in Figure 1 [3] , [4] .
The fundamental issue here is the analysis of the continuous EEG signals. The usual thought is to exploit digital signal processing techniques to pinpoint and segregate (classify) the EEG signals of the productive element. To aid the classification of the EEG signal patterns, feature-extraction is modeled closely on the structure used by an expert neurophysiologist [5] - [7] . It mainly incorporates (appropriate) segmentation of the EEG signal record into stationary/quasistationary pieces and yielding an interpretation for each one of them. Therefore, the vital task is to separate the EEG signal into stationary/quasi-stationary sections -which can be carried out precisely by an adaptive pre-whitening filter owing to Wiener [1] .
This article primarily focus on the various brain signal/image databases around the globe regarding how easily (or difficult) to access them from the intruder's perspective. Network security is an issue that cuts across the network protocol stack. Network security is a significant concern that penetrates across the five-layer internet protocol stack [8] , [9] . In common, vulnerabilities occur in the application layer protocols such as FTP and telnet that transfer end user's login data and even passwords in simple text across the network. There are various vulnerabilities occur such as the attackers can steal the TCP sessions to capture the required data; the IP addresses can be powered to behave like hubs [10] . The networking devices such as computer systems, switches and routers are vulnerable to a vast variety of attacks from harmful software such as viruses, worms, and trojans (or trojan horses) [11] .
In general, the malware such as annoying or malicious and unwanted software often enters server systems or client computers and hence blocking the requests (responses) from the clients (servers) or otherwise introduce into the network of networks [12] - [14] .
The attackers can send their segments using IP spoofing and TCP session stealing -as illustrated in Figure 2 -into an ongoing TCP session by designing an IP packet with a matching source and destination IP address also with source and destination port number. Also, the attackers can inject malware to a PC which in turn keeps attacking other computers connected in a network as shown in Figure 3 [14] .
In common, network monitoring is essential for network management such as router and firewall policy, revealing an abnormal/error in networking, access control, etc. It is also more useful for the security management such as finding abnormal traffic and traffic log future forensic analysis. Wireshark is predominantly used tool in education and industry sectors too. It is also known as a multipurpose tool due to the usage in protocol analysis, network analysis, packet sniffing and forensic analysis [15] . The command line version of the Wireshark is the Tshark tool can also be used for capturing the packets [16] - [20] .
The main function the packet sniffer tool (or network protocol analyzer) is to examine the details of network communications. A network protocol analyzer is a software tool which can capture every packet sent to and from the computer and present them in a human-readable format. On an active network, there may be a lot of information, so the packet sniffer tools typically provide the statistics summary of all the packets and permit users to remove unwanted data or to look for the interested packets. Due to the growths in broadband Internet access and wireless local area networks (WLAN), a home network is quite common in daily life which is designed using wired or wireless modem and one or more VOLUME 6, 2018 computers. The literature survey declares that more than 85% of people in the world adopt some of the kind of the home router for their home internet [21] - [24] . This paper is organized as follows. Section 2 contains the materials and methods involved in computing the DNS, HTTP, and ICMP response times from the database Servers and Section 3 includes experimental simulation results obtained using Wireshark and Ping command line tool. The conclusions are finally described in Section 4.
II. MATERIALS AND METHODS
Firstly, the survey on neurological brain signal/image database servers around the world was done. Afterward, the techniques on scanning techniques such as Ping sweep, TCP sweep and Null scan to those servers are detailed. The atlases and volumetric datasets with 3D/4D images of various brain disorders are available in the NeuroData.io database [25] , [26] .
A NeuroMorph.org contains records of digitally reconstructed neurons from over 400 laboratories around the world together with data sharing support [27] . The schizophrenia public neuroimaging MRI records with medical and cognitive assessments are available in the SchizConnectdatabase. The structural, functional, diffusion MRI datasets with macroscopic level can be accessed from the painrepository.org; this server is maintained by the UCLA Oppenheimer Center for Neurobiology of Stress (CNS). The NeuroImaging Tools and Resources Collaboratory (nitrc.org) contains the collection of brain signal/imaging resources for functional and structural MRI analyses. The open access repository (neurovault.org) holds the atlases, un-thresholded statistical maps, and parcellations of the human brain together with an interactive visualization for access [28] . The oasis-brains.org database holds publically available neuroimaging datasets to the medical research community. The structural and functional MRI datasets of the human brain can be collected from the OpenfMRI project which has been shifted to openneuro.org. The braincloud.jhmi.edu (BrainCloud database) is a biologist-amicable and openly accessible application which backs gene expression in the human prefrontal cortex. The Major Depressive Disorder Neuroimaging Database (MaND) contains the database and meta-analysis information in Excel spreadsheet files which can be collected openly from the server (depressiondatabase.org) [16] , [17] . [25] , [26] .
The OpenViBE software (openvibe.inria.fr) supports the design, test and the usage of Brain-Computer Interfaces (BCIs). The MEG data can be accessed from the ''Mind Reading Challenge'' organized in the International Conference on Artificial Neural Networks (ICANN -2011, cis.hut.fi). The Collaborative Research in Computational Neuroscience (crcns.org) holds the distinct kinds of neuroscience results which are imperative for modeling brains for humans and other species. The Brede database (Hendrix.imm.dtu.uk) holds fMRI and Positron Emission Tomography (PET) coordinate records generated from PET scanners. There are about 600 MR images accessible for the computational analysis of human brain development in the brain-development.org server which is funded by the Imperial College London [25] , [26] .
3) DATABASES FROM OTHER COUNTRIES
The 3D reconstruction of the entire brain from cell-body stained histology section images produced with the highest resolution at 20 µm is available and applicable only for research in the bigbrain.loris.ca server. The objective of the NeuroElectro project (neuroelectro.org) is to reproduce the information about the properties of the 57146 VOLUME 6, 2018 electrophysiological signals with different neuron types from the existing literature and place them into a centralized database. The Open MEG Archive (OMEGA) holds the structural MRI volumes, the multimodal data (cell and field recordings, EEG), and the demographics which are applicable only for education and research purposes from the mcgill.ca server [29] . This OMEGA database is organized by the McConnell Brain Imaging Centre from Canada. The ECoG open access datasets are available from neurotycho.org only for research and academic purposes without registration. The Brain Machine Interface Platform (BMI-PF) holds the BCI-related data which are used for educational, research and experimental purposes [25] , [26] .
B. PING SWEEP
The ping tool functions by transmitting the Internet Control Message Protocol (ICMP) echo packets to the target device or host and then receiving the ICMP reply packets after a delay occurred by the network path. To determine the average round-trip time from the local host to the remote end system, the network administrator can send more packets for better results [30] , [31] . Thus the network performance can be measured efficiently using the ping tool. The ping sweep scan is valuable to find out which systems (IPs) are alive in the network. The ping scan can be executed using ICMP, TCP or UDP; the widely used one is ICMP ping sweep. In the ICMP ping sweep technique, the echo request (ICMP type 8) packet is followed by the echo reply (ICMP type 0) packets are used. But in TCP/UDP ping sweep packets are reached to TCP/UDP port 7 (the echo port). The TCP/UDP ping sweep can't function properly if the destined host does not support the echo service. Hence the ICMP ping sweep is often used to check the activeness of IPs in the network. The attackers can sweep the whole networks by looking for the victims with Nmap. This ping sweeping can be achieved by using the ''-sP'' flag using the Nmap tool [18] . For example, the local host -internal IP address (127.0.0.1) -is used for this Ping sweeping as illustrated in Figure 4 . But if the firewall -a layer 4 device -is installed in between to block ICMP packets, then ICMP ping sweep will also be useless ( Figure 5 ). In this scenario, the ARP sweep will play a vital role [9] .
C. TCP SWEEP
Occasionally, the attackers may merely need to check the availability of the remote victim's system/server without transmitting the ICMP echo packets, which may not be allowed by some servers due to the usage of firewalls. In such a case, the TCP ''ping'' sweep can be applied to scan a target VOLUME 6, 2018 FIGURE 11. TCP sweep using Nmap to the database -openfmri.org. system/server. An ACK packet will be sent by a TCP ping to the target machine. Systems which are up may respond with a TCP RST packet. Here, the ''-PT'' flag is used to scan the ports on the target system. For example, the local hostinternal IP address (127.0.0.1) -is used for this TCP ping sweeping as illustrated in Figure 6 .
D. NULL SCAN
The attackers send a TCP packet without setting any flag and if he receives the RST as a response means the port is closed. If the port is open or filtered, then there would be no repose to this Null scan. The command for a Null scan using Nmap is shown in Figure 7 with the server ''www.physionet.org''. In the Wireshark tool, this Null scan is detected using a simple filter ''tcp.flags == 0 × 00'' as illustrated in Figure 8 .
III. EXPERIMENTAL RESULTS AND DISCUSSION
For this study, the scanning (sweeping) commands are sent to various Servers throughout the world from the Client which is located in Southern India. The fifteen US-based Servers, the ten UK-based Servers, and the five Servers from other countries are examined in this study to compute the times required for TCP sweep, and Null sweep. The analysis on the servers which also support (or not support) Ping sweep is done.
A. RESULTS ON PING SWEEP SUPPORT
Few servers may not accept ICMP packets during the ping sweep due to the firewalls. Table 1 obtains the list of US-based servers on the Ping sweep support. Table 2 and 3 provides the list of UK-based servers and other countries based servers on the Ping sweep support respectively.
B. TCP SWEEP USING NMAP TOOL
If the servers do not accept ICMP packets, to check the availability of systems without sending ICMP echo requests, a TCP sweep can be used to scan the target's network.
1) ON US-BASED WEB SERVERS
According to the (with Wireshark snapshots) on the BNCI Horizon 2020 and ANT company website respectively.
3) ON UK BASED WEB SERVERS
According to the Table 3 , there is one server that do not support Ping sweep, and hence the TCP sweep is applied to it using Nmap (network mapper) open source tool. Figure 14 shows the TCP sweep results (with Wireshark snapshots) on the bigbrain.loris.ca server. 
C. RESULTS ON NULL SWEEP TIMES
Figures 18, 19, and 20 illustrate the Null scan time results on the US-based, the UK-based, and other countries-based servers respectively. Certainly, due to the network traffic and the distance from the client, the Null scan times would differ.
IV. CONCLUSION
The packet analysis of different cases demonstrated in this article aid us to appreciate packet sniffer tools. Specifically Wireshark is imperative for network forensics. The necessity for the packet sniffer tools is hiked by the truth that the techniques presently handled by many users for the computer network security are not powerful to identify all the attacks. For example, antivirus software has even been the first option for most organizations, enterprises, and home users. The most antivirus software adopts a signature detection approach which is not efficient for different reasons. Conventionally, antivirus software can identify only the known valid signatures; the unknown signatures can enter and crack the system or network easily. At present, networks face numerous threats rather than virus such as malware, denial of service, information theft, and port scanning covert channels, etc. Also, the attackers may target the antivirus software running on a system too without the attention of the users yielding too many vulnerabilities. Hence, the packet level analysis plays a vital role in identifying the threats, malware, and attacks which cannot be notified by the antivirus software. Decades ago, packet sniffers were very costly and patented. Wireshark has transformed all that. This paper demonstrated different sweep/scan methods and analyzed using Wireshark and Nmap tools in detail.
